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CHHE 




102 



BSR 



DPWM ' 



103 




SAIIA1 

ES2J 2IBsV ^9 

100). ^OH AiBUBS. 102). oH^ XISIU £!EIQ>3*ldl £^(DFWM : decryption fingerpinting and 
watermarking module. 103). » AhgJtt JHSJg S#a(UPC. 10D0ID. 

H12Ete SJS §^21 EAIS EPJ. m±&9\ S^ife grsSIE ¥g(203)j» 01 (HI BBS &fs 

SFS! 8/^51 9KPEK : part encryption key. 202). ^(list of parts. 209). £! ^M2J mm 

£1 Ai 3 (208)01 Q. 

EI3£fc ^SS2I mm(209)m BOM(bill of materials. X\£ SAIIH)°I £AI3 SES. 01 H2I 

2* 0)1 3 CH 2^Hf 0ie(302). ^ 011301 13ADBF77F...£f 3 OlMg }|£i ^§21 S£> 

6HAI (secure hash)£J MessageDigest5(MD5)M SSSJD. ^21 MD50I XI if El H 3 oHAI DS2J 
til 2 3IS AJgolCW A1SEI01 CIII1 AiS(208)S EJgJ&D. 

XI!4Efe ^3 (price matrixje SEAIS ES. g(columns)S 01 a sJ ^ 

&m (membership categories. 402. 403. 404. 405)011 CHS m2imm UEILHffl. S(rows)g =?m^0\\ mm 
BrSHquantity discount. 406. 407. 408. 409)§ UBfcSD. n&M ArSOll CHS ^321 n;>H2l AtSOII CH3 S 
^3 8 Xl^o^l SIS g^2J Oil?* (40DS UBU 2!Q. 

HI5£te ^OH (HIAIXKBRM : Buy Request Message. 500)g SAIS EE. BRMOIIfe 

PEK(202. 211). XISIU ^19013 SJ g§(205). 3l2>jU 22(206), 31 BOM(207)0l Sir&Q. 

£=(202. 205. 206. 207 » 211)8 SS gP(200)^¥B ^AfEID (HI2E BRM2! UIB 

^MM(501 UXI 505)8 UPC01IA1 ^E!D. 

J8l6£fe= ^OH AibH SS(BSR : Buy Server Response. 600)0ID. ^OH A1fcMBS)i= PEKM 2j<*or01 

DFWM(io3)aioi m^m stfe a^a pek(602. 603)s afgi§tQ. xi^ai siEiofa xiai sis sh^ei 

2. ^U&EIOUcustomized). XH^sSfEJU. a 31(604) te DFWMOf! 2I5HA1&* SH^iJ 4* S!D. BRM(500. 
5E)21 528 cro} g^EJOi ^AJEJZHLJ ££=J 3 1 2! a* 3E>!(605)S &g!8r ^ 2JD. fej^||2l ^2J 21 

^(60D8 ^ib p^oii ^mm m°±m o\o\ xi^eici. 

100 : SA1 AIW(DS) 101 : AJS^r PC 

102 : =?m MWBS) 103 : oH^ Xl^iU M£I 2^(DFWM) 

200 : gJ£ " 207 : Il-S SAilS(BOM) 

400 : ?\A mm 500 : ^DH 2S Oil AUI(BRM) 

600 : ^OH AibH SS(BSR) 

gJ3£l 

^§01 ^olfe ^1^ S! 3 §0*21 e£H?l# 
HI 5I2J o\D\ $\sl ^S(s method for creation, distribution, and sale and for the controlled 
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•| 10-0137876 
s using the methods and techniques of secure cryptographic envelopes) 

oil &m soid. 

CIXI^ ^Aife §01^ 9 0r^S3 ^AiOil HloH SJB SSi 3f*JD. CJXIS ^Aife £Jg. tJH2 §y ^AfcOJF 
§0lo>O. HSU. 01 rH s> SSfg CIXIl ^AiOil XI 3 SoHI^^Q Siolb 3dg CHg3il 

^g3is= siD. 3^oii£ m=?o\n, ax\m ^m±= *j* seej tins &oh^ ^ ohm^ai eoi sais 
amm 3401a. 

[CD £3{i0l^(CD-Showcase. Ol^^oJ BIS. 319. 705s)] 

8 CD £3il0l±: ^Sl[2] ArOISI §2& ^01^ B ttSOIIAIfe gfsS 3l(part encryption key) 

D\ LKOII ^£Jffl SJH 3l{public key)(HI 9J3H g^SfE!Qfe= SOICh ye Oil CD A9il0l± ^SIOIIAI 

fe. bHSEI QlOiaOII SSSf 3121 ^XKidentifier of the encryption key) °10l 
A1W (server) Oil 3H8S01 31 31 AIM 2J3H £CH£!Q. 

®&k\, CD £91101^ ^321 3^, AibU* 31 QIOIQWIOI^S §§i §2^1 2i°W. 01 QH^OII ^OH 
AibUbuy server)2l §A1 AlbH (document server) ArOISJ £J£IE9J Er^OI §2o^l 3D. 
[PGP(Pretty Good Privacy.. HSJ El 5? H£I0IWAI)] 

PGP[3]s MStOI =! 21r ^(e-mail)g SW3I £l^ ^JH 31 JH^CHI D\^§} AI±g0ID. mi\ ^B9\ 
B IDEA Algol 01 S£ffl£|Di (OliaCH [1] 3li= = 2<orfe ^£l£J2i g;H 3IM AFg 

mCW SSSSD. 4^°J^ Xr£J2l HIS 3 1 (secret key)M A} g of 01 ^5 51 3|g ^SJorOI, 0I0U1 01 
3££t 3|g AISSKM £g2l S|±M(plain text)B ^°}Q. 

£*90l Ol^UXfoffe 31^*1 jZUJI 
B fi£* S?XI 3>teS g^Msecure cryptographic envelopes) SfSm 3ISB-A^8KH CI II § 

SJS. HHS, £ &QHB of3l ?IS gJSOl! 510ID. ^B2j S e qj 

^^(unauthorized reading and tampering)S^^Et §r A1 "^(document parts)2l ^XIof3l ?!6r 

CH OlMEilS gfsSKencryption) §J ^(authentication) 21- as gCH£l°! gf£ 3IS (cryptographic 
echniques)§ AISSCK 

mii\D\^§} ?l^og »Saa. 5H^ B?|(pjracy)S SHIS^I ^ oH 3 ^gMOi! CHolOl ^Or*J£i »£l^ S 
oH^D. £ah g;H 31 3I^°J MSOII 2Jof01 £m 3|g^ qj|^ § e § bHSofe BZ\o\Jl, ^Sofffl, 
£jXII &H|(self-contained)E! ^BOI SD. 
[^IH CI±Hdl^^(Super distribution)] 

s swmoiiA-ife §e ubsei ^i^ e^^Ai ci^^di^^e ^§ma(aa ^i^sj ^§8 [5] 

3IB^£J OfOICICHfe ^^21 SA1M0I &^^£I3I°> sfa^. ClXlg ^A1(^^ ¥SM)0I dfCIS SE^ 
Haibia ^Ja. aiOIS. LAN(Local Area networks, e^dl StJ^). U±^. CD-ROM. §y BBSOll 2i 

5H °jb^ ^oim x^e>ii msm ^ sia^ aoia. xnaj^j seie g^si ^iiAman Ji^em, 

K\§XO\ n LUgOII ^ ^iJef USSf PEK(part encryption keys)S 9Sofe 51 5*01 

Q. 013IA1 PEKfe £j^^o^^ SH ^(decrypt) offer ^AieD 3 a3|3J a *fQ. 

^fffl Cl±^£j^<^^ §S UHH21 SHIS (1) CH^oi HIOIEKbulk data) HHS 21- (2) PEK HHS^ §a^ U§°l 
SJHIS bHHS ^£I5H BQm ^U^OID. 

S iSS 01 3IB 3H^e ^Sofffl. Ui§ bH££f &QHS ^16^01 §^£>fe 3IS^ ESJ&D. 01 
^JU GXIg ^Ai2l g^ili AlSOil CHs* gJ2J2i 3IZfU> ^Sif ^ 2i£^ ^HIS}£!Q. 01 g£i 

SOII 2I8KM. axis gA1£J mtl XII 01 SI ^^I2f ^i§} 3l£gA1(as a basis for designing and 

implementing distributed access control of digital documents) B^-M Ar§lf 4 s 2J^1I SD. 
S ^SOII fft = 2, AibHZ>> 31 QIOIEIWIOI^S §§i 11231 Sl^l £Jffl, h& SAi A1W(Document Server, 
Ui§e0l gf^Siafe ^OH AlttUBuy Server. gAi ^^5} 3IM ™m ^ Sri:) AtOI2J iia&3tl 

(DfiJAi. 81 ArSXrEJOl S°t §S ¥^21 ^±^. LH§(the clear text content of the secure 

information parts) Oil §Ei ^ 2J2D1. S2J°J ^>2I AfSXKHMI S2I^ bH5g ^ gfM g^9J Sf^ ^ 
g§ JEllgmD. & m^OW 2Johe. 2f^£J Sfi ?^§2 oHgo^ ¥^ 3 1 Oil 21 5H gf^SSCH ^§51 

£! §2 ¥g§ ^^^D. OlOHAi 2| ^ g^sS 3lfe 31011 21 5H ^5SSD. S^Oil 5§f£Jfe 

mmsi ^^am. ^ oiem a oiee 3^ msi shai (secure hash of the 

named partm 3F5JD. OlOiAi. gPfe SS ^g, & v sSI£JII §g «g t gfa^S 

S 3121 ^^M2J 5 §^q. DH|^o^ ( ««M2I 3 1 (HI 9J5H AiSQCH AiSg ^^of 

01, 01 A1SE gPOil «2J e^(integrity of the list)B ssfjj Algols Gil At§^ Ulgj 3|2t 

SIS HI2 g^H 3|g AfgolOI SAfi! ^ 2ia. gJ2J9J CHh: °} §e ¥g2J SgS 3 ^gOil HI2 5HAIM 

6\H Xil22l 5H AIM 3 =^2J ^^011 CH^ 5HS 5HAI2} bl3^HSM| SAH ^> £JD. OrXiefH^ 

^^2J §2 m§2J SJH31 ^Xl^ ^ 2i3 ¥g 31011 2loHA1£! ^ ^S^ail S§ ^ 

^ 3IM 231 ^SUIfe: S^H 31 Oil oHSofe til^e SiCHOt SD. 3 ^ US2J gfa^axi SB 

3ie Mgorcn §j±§i g^&a. 

XMEB S^orS. gfs XI El SI BQel 5fS§2J ofUfe fiS.Ksecurity)OID. BS(?QH AfbH. 102J2J 
DS(^Ai k\W. 100)B SS*0I ^XI9D3 3^S^Q. (NIB §01, 8S2I DSfe 3IS9J ^ 3^ IUMU0II 21-SB ± 
^aCH 5f£iaDl. timm 4^ SJ^.Oll SJoH ^(glass house)OIIAi 8SEI2 SiD. 
S£§f. UPC(AF§IF ;H°J§ SSa, 101)^ ArSXKHMI ^oF3l OH ^ Oil, til 12 21 £|^ ffl 
DFWM(Decryption Fingerprinting and Watermarking Module, 5H^ XISjU ^lEIOfa XHEJ 25, 103) - 
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DFWMOilAifer ^HM^JO^R ° 9 £3 &XI olE?!IOH(tamper-resist^fihardware)B SoH fi S*OI ^11 
EJD - m XH2]6HQfe. UPCOilAlte SSJOI ^XI£IXI &^DH 

[fl£J 93l2i JHg] 

93121 JH»§ Qi2l (X1I1E ££). 
93I 1 as §f ^ ^ (Cryptographic Envelope Creation) 
931 2 as «HS(Cryptographic Envelope Distribution) 
931 3 A}§XI2I ?DH 2S(User-lnitiated Buy Request) 
931 4 ^?0H AltH SS(Buy Server Response) 
3 311 5 as §^21 3H§(Opening of Cryptographic Envelope) 
[as §^2J fl£| &m 
212121 XHdJ 93IM§ CH^ ^Atiol ^SslD. 
[9311 1 : as 2fg] 

3 931^ aS g^Si SfSOID. XJI2£2J (200)e 2r3E&Q. ClXlg ^Ai§2J S§§ ^ffl Cl^^dl^Sorb 

5! 01 ifi^ 3301°^ as B^2J Sf^S LHS HIS XI 3} S§ 2H£}°J(off-line)2^ 58 SQ. 

£^32^. AI§XI2J 8 S01I 2J6fW as g^2l 2(^01 JHAIS ^ S!CL 01 S^. as mmi\ 3 AlgXrS 

?ioH srgsm. n Ar§xi 23 oil trjs ±§2j se^f as -s^on seta ^ sjq. se 
m. umou am Ai§x^^a bi^a asoi »s aoi on-site s^. « r =i2i sei as s^oh s&ai 
4= 2i2ffl. oi as mm±= oienoii w^s 2soi so s#32^ ^gts - sh 

X-iS£!D(cashed). 

[as if ^^(Cryptographic Envelope Parts)] 

as §2 ^M2J S2(a grouping of information parts)0ID. (210 LHXI 211)S &£3} 

di. oi §e B9\ as&am. uoui ?sis mezm ^±M(ciear textjs sid. as 

XH£I= Da§r £&£} (grouping technologies. OHM M0\. zip, tar, §J OpenDoc Bentofi} Microsoft 

ole°i 2D xis^ei se s^)!u s&^i^orD. sasi &goii mm o.=?h\ms m±m umn ^ 
a. a*. (D ^mmo\ hhss^ini mmm 9^s ^ &2m. u ^smoi us oil 2m m^m ^ aie ^ 

HI. (2) OlSEilS OIBSODI(naming). S2!H. Si ^£JIU ItOt Ai^ OB ^SBS £3A|9|izr =^90l 2Jtm 
3tOICK 

§2 SAiS(document. 201 §y 203)jU J3I OH S (control. 202. 204 LH XI 211)21 $?§0I 2i 

□ . SAi LH§(contents)0ia. SAi ^g#2J OllSfcf 2^, ^Xf. £3, H. ^ ^I^S^t £!□. SA1 

^§J3f^£[ Am^ee2l e)OI3£d£J. ±B^\0\ 2^ ?»M 2±£J 

s^=(portions of an executable program, a library of subroutines, software modules, or object 
components)^ £JD. 

X-Il2£m SioiS, EA1 aSSH! 4^ 2JD(203). aS&£I ^Ai ^^(203)^ AlgXIOII 2J5H =?mm M 

m J\X\9l^ LH§(valuable contents)0ID (OliaCH. §1 H6Hfe v £ JPEG S}^. MPEG ±^ 

tJ). aSSIEJXI SfS ^§8 9IS9I ¥^(teasers. 20D0ID (CII^CH, E12J0II 2H§} ^9} 2J^. =xf. 2^. 
^ WoH^£ JPEG aSSISJXI ^^21 AISIr3l 4U1IS ^QH6I3I 2 01! as g^2l LH§ 

g H£l^(preview)o^U. HB.(sample)a S»U. SOU browse )§ ^ 2>£^ oH^fe 5101 Q. 
a^IU BH©2J (compression and insertion of special string patterns)!!} U£r 

S»BJ(preprocessing)B SAi ^^011 ^ 2iD. XIS^IB S^AIZICL ^IE12J SJUdlfe 

DFWM0I §Ai ^SMOII XieHf 9ia0r3 ^dlg if £J£^ ^Ai ^SoJfe £01 D. 

JtiioH ^ms as g^2i 3i^ ^ x-\zi 2.mm x\®o\d\ £ioH ms.® oiieihioieioid. oi^ioii^ 

ae(anthenticity)il} blSl ^ XI (confidentiality) ^D\I\ ^2 91^01 2JD. as mm9) li§S 
£3 £1X1 &!=LKnot tampered). °Ji 3I^S Q| j|^ AiSM AIS6I01 OI^CHiiD. dl^ ^Xl DmS aS51 
Oil 2J6H(0II3CH. DES ££i= IDEAB A^gor01) OI^OH^D. 01 aS£1£1 2J§ 3IS2J 31^^ gaSlOilAI gXI 
EJCH 2i2W. aS^Oi! BeI a2!2l ifljUAi (0H3CH. [1] Si)0IIA1 %0\m ^ 2iD. £^ X1I0H £] 

3 e i2§ assm ^ sid. 

J9I0H ^^21 Otl^fe 31^ S^(price matrix, B4E2I 400 ^5) % ^A1 ^^2J ^XIEI(post-processing) 

e ?i£[ xi^2i ^EiQia x^^} §§(205)01 2iD. ^Ai ^^21 *xhbj^ as M¥3i ;h§^ ta. dfwmoii 21 
oh ^ssa. xi^bi $\au\n xi&'ez *^ej2j oiioiffl. ®z\m &i\o\s.m H^e 

£.*Q(mark document parts in a way to deter piracy). 

XII4£g S^olPJ. 1\A ^M(400)^ OUaCH (MfiUHSI MBU ?6J5rfeQI CHe! ?0Hif S£J(volume 
discount). t§^ al^l Ir£J(discount for club membership). g^Af if £J (corporate discount)!!} SOI § 
Ai ^S2J ?aoil CHS 3}^ 95i ^Is^O. SAi2l AIS n3H2l ?QH 3}^e 711^5^1 ^sl MIA|2|S! 
5^(401)01 £A|£iOI SJD. (P^ ira^S AI3I0II [[}£} Rd}^ 4=£ 2J2Q}. 01 3^ 31^ BBSI ^(402 LH 
XI 405)fe aJS) CHdOll 3IZI2J Alg^ ^ °!D^ §011 ^=6}010t e}Q). 

HI2SM S5o}3, ^Ai ¥^21 ?S!!} AISOll Diaf 31^1!} 52(206)£ as mm LH CHI Hifl ^ ^!D. 01 M 
s ^A-f ¥^2^Ai ^ 2i2W (01 3^ A}§Xf^} 0 ^ 2i3il 3D) Sfe XII OH ^SHSAi 5Si ^ 2J 

D (01 ?0H AibH(BS, 102)OilAi 332 DAI MSXI2J 3H£J§ S^B(UPC, 101)(HIAi 01 312*3* 
g3^iD). ^Ai §21 HSolffl. XHJ CH ¥^8 3IZ12} 52i ^^o}fe (011^ 

CH. Per[4]2l ^a^i! oj OH (scripting language)^ ^^E!a)S 4* £!□ (XI ^2} ^ia0r3 3CH SI 

si, §y ^}^ ^=£}q. ?ioi9i ?hsh oime u^o^a). 

[dlSJ ^Xl §y a^Confidentiality and Authenticity)] ' 

01X11 Uta ^XPI OHSJil OI^CHXI^XI 3 3l*aD. J\X\ DES(Data Encryption 
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) ^neii ([1] ArSoioi gf^&ISr ais am ^mms ais 

PEK(part encryption keys, 5*§ 2,^21 d\)B AlSo^Ctf &55}S|D. OIM 3lfer sgsjog 

a. 

31 (random encryption key)M i^of^ gJSS sjoi 2JD. 3 
^§g(randon string)^ em 31 ?JoH ^^^i £fe °1A* gfl£l ^ g^3l(random or pseudo-random 
number generator)M Afgor^ 332101. 01 ^goi 3| ^A1 AFgEID. 0I g^'Oil Bsl SO 

M8S [1, 3]0HAi &Q\m & S!D. 

2| PEKfez BS(102)2I S3H 9IS 3£21EI(H. &£StS PEK(202. J9I2E) SIU^ gPSJ XilOi 

^SOI 3D. (PEKfez D= BS SJH 3IB M£o\0\ ^ 2i2ffl. 01 S£»S 2^ PEK^ gf^ 

LHOil H&SIDfe SOil ?ss f Qj 

§m §¥2* 3 ¥@eoii chs ojgg s&skji ^§1 01a 3txi &seoi sjq. oia^ »g e°i o\um o\e 

SS&D. 2^ gf£ Bmt=: BOM(Bill of Materials. 207)01 Pg§} XllCH 3f£ja BOMB (1) ¥ 

SW209). §y Gill Aig (208)°] = ^ H oj ««o S OI^OiSQ. 

a£! SHAI 3IMsecure hash function), MessageDigest5(MD5)e SPOII S&E! 2f s^Oll sjgoiOl 
(^Ail^ AJSS Oil^DI [1] S3E). MS ^^£lD. X1l3Eg ££of3. ^soj §22 ~~ 0 IM 
31^(302) OieOil 8H38K= §2 ^01! CHS S o| 5HAI(301)e 5»ffQ. (OUSCII. HI ^ Oil 21 2 

2* 5SSKfile-based grouping)9J 3^. ^^e°i ^8 2E HfgJ OISH} 01 Oil oHSoifcr 5HAI 

§jUM 5S6fb ElSJgJ ^ &!□.) 

^mS OlOUi DS(^A1 Aibi. 100)OII3il°l »Bi£] HIS! 3I0II °loH CUIS AiS^IQ. zizk\ CHI ClXli^ AiSoife 
01 £1 3>XI &gJOI 2JD (OHSCH. [1] 3 §_OiXI saoj MD5(2fe 3IEI S2i SHADS 31! 

6toKM oflAI ^JUM UlgJ 31(208)1 AiSorOi (AiSg 6131 ?I5H) gm&orfe 3101 AiSOl 
SIHJ BOM(207)^ g£ISlEiQ. DS2J ^JH 3|°iOI BOMSJ *'§ 01^(authenticity)S £SlofeBI iSolQfe 
SOil ^oHOt 

8J& £J§ 04^fe OSai §3H 3IS AF§oFCT AiSg 5H = olH. 3 §211 =^oj M D52f id 1 12 

£f2^AH SA^D. ^01 A-iS SJXlorS. 3 ¥g| SfSfD. 3H3H ^^eOil 01 0} xj§ 

01^(authenticity)E 3 ^ MD5S 3)l6!oi3 3 ^JUe oHSo^ bl3^os^ gAU! 

^ 2iD. d>£>A-|, BOM(207)B S f s 3 2i ^SM2J ^^(integrity of a cryptographic envelope 

and all its partsje fiS&CK 

[Sfi ^SI&bl§(Cryptographic Envelope is Self-Contained)] 

§eo| §Qoi Qgoj oj 01 on ^ gUHSbl(self-contained)£!Qte S0ID. DS2I SJH 3I£>0I a 

S gpoj 5iS 01 £slor31 ^lorCM ^QoiCI. g,^2l£l PEKM(202. 210, 21 1. M2£ &5)0I 
lilOII 2JO°^, BS9J b|^ 3|°!0I LKg§ ^SIoffeQII iSofD. CH^U. Ai^ DM §Ai AibH(DS)M0l BS2J 
B3W 3\°}m AJSSKM gfi E^^AI^ ^ £iOffl. BS2> DS A* 01 Oil 3ID2J ^iJOl HSXI SD. 
B3II] 

01 HI SP9J stag XH£J BX\mm S^^D(^I2£ Sf). 

1-a &s mm moil s&sdi §a 

1-b ^^MOii MEJ B3l!e(0iiaCH. AJS Il^(pre~fingerprinting), ^ AiS ?IEiD^B(pre- 

watermarking)) g SiS^D. 01 ji£l B3JIM0il Di£} §21, Li g Oil 01 ^Sii §J&EH^ EJf 

£131 ?loi01(undo the operations) ^XISD. 

1-c 2* CHoiOl SiU^J B^^i PEK(random part encryption keys, 202)M ^^AI^iQ. 

1-d BAi ^mmm nm ^^°\ pekoii aioH ^^£[oioi a^sf^ ^^^(203, 204. 205m samp. 01 ^ 

1-e 0I01A1, 01 PEKM0I BS^I S3H 3\M AigofOI gfS»EJW PEK(202. 210. 211)B S^SD. 

01 gm£f£! PEKMS S^Oii gfa&E! PEKMJU 01^ Oil oH&oife Vgfg 

1-f B^l 1-b^EirU SgiHi 3IEI ^EH SSI ±S2J PEKMS A^goJOl £E^ ^SJISCi. 01 

PEKMS BS2I 3IOil SI5H SfifflSD. ^25i£! ^^M(203, 204. 205)JU PEK#(202. 210. 

211) 2^ g/S W^UiOil *01£iD. 

1-Q ^231 ^^(teasers), i^. it! ^xf (20 1)21 BH^sl «^g( C lear text parts)g &5 

Oil SSAI^iD. 

1-h XI^Bi s JHDia £J S§ (205)21 3f^ S^(206)Bf Sf= 5211 SSAIEJ 8J°I°I ¥S1 

5c i!2m S^Oilfe 3011 CHs^ ±^^(sub-parts)eg gf^mma(3£J3 3M2I gf^SJEi PEK^g 52 
Alt! D). S(HIAi£[ ^01, ^mmm 3M2I PEK^JH a^AI2JD. 

1-i §3 ¥^#Q| =^(209)M sifeloiOI. 2^ ^g§§ USo^3 ssoj 2v ^^MOil Oisi oH 

Aim 31l^a. 

i-j onsen. ^^21 ee_> sd^ig juaj^oi 0 ib ds hi&j sioii 210H ^sfoi^ 5121 soi =^oii ans Ais 

S^SMi BOM(207)OII CHm AiS(208)e 5f«SD. BOM(207) ( = ^(209)21 A1g(208))B o^^ mmm * 
3i£!D. 

3i^m §f ^^Oil CH£[ ^Ails^ Ai&8 HI22B S56f2 SO. 
[B31I2 : gfa g$ HH5] 

g^3f £f&!£iS. OII&DI SJEiyi S^oi3HU, £}CI£ SE^ ^aidlS fciS. 3II0IB. CD- 

ROM. 9J BBS^ eiJfe SSIPJ bH51 ^ S!D. 01 HHSOilfe S£l ^XI3i gSoiXI & 
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£!<down-stream) HH5^KcH. *!^M0il 21 8J£ §P2I gf^^PS dH561^ 3XII33 &S0I 

dill OlI^oHl gpfe AibHOiJ CHtHaJ S3 avoj Q^A^g *?2>6>XI S3Ai£ &'2]2i AitH 

Oil Xi&I* 4* 2!Ch 
[3313 : AtSXNHI 21 S ^OH 8S] 

01 331^ ii ArSXP* SS2J e!±^(plain text)3 gf£ SJSZM (teaser 201 )m 

SCH^ (browsing) *(HI OI^CHJJD. LH§0il S0U> k\&X\$= BSS^B §2^ PEKii ? 

^'orOJOf & a0ID(fll1E 

[HeH^I AfSXf 3EHHI0lrMGraphical User Interface)] 

3S&J ^SE3 §J HSI^XKweb browser) 2} ifg G UI21 £§§ Q0\ Bmm SCH £D. 3 
XI. ^SS M^2I £^(integritym SAfg ^ SiCHOt §D. ArSXfe 01 2£ SAtS go! 

CJ gfs S^OII CHS 0103 2* ¥3 £30l£}£ 019 2U i>^D. Di2§, ^Bi^XH^ OliaCII. £^2f = xfg 
HAIofe 33 j» SOI LH2J S!±M(clear texts)S HAIir 4* SiCHOt SfD. OrXl^fo^. jg|2H 

3! J3l5£g £f£ol3. Ma^Hte mm (200)2£¥EI ifisl ? 98101 BRM(Buy Request 

Message, 500)M ?H & SJCHOt ©D. 
[AtS s^(Prior Registration)] 

SS7\ h\&X\m 21Mm 4= 2i£^ o\D\ ASH AfSXr^ AI2 33lg «|g MCH. A> 

§Xri=r il§2ife H!3XN)IMI mmm 4> fi!D. 

otiacii. oi e^s Aiexrooi aia asstfe mm *yas AF§x r :>i ssiofe 31 4*&>s ^ qiq 01 

OU1 3311 B 2^ BSeOil 2£SQ. §a ffl£0B CIXI^ Aigg 9 4> Si^ 

Gil. 01 S^dlfe BSOIIAf &±im i2;i KD. BSi= Aigg 351 2alo^l3 9 4* 2! 
Q. 

§a oi*. ArSXfOOl ±§21 iiia!£f (credentials) (OlltlCII. 3I£I 21321 SIS! 8S)0I 99 SID £J 

SSS ^§2i^ JSI3JF0U 2I5H DXI9 Ai§£! SAISAi. 0|gHI3 Jlia gJSI £+511 (affiliations) . Ste A* 

§xi2i 5idi2} as see ssmffi. se mm mo\ 01 xii3j^ aisx^i mm iwghm msi&m ^ 2i£ 

^ 5H^^ ±S2I ^ gg(book club) Sl&j iiJgJSS AISXrOIMI g^Slffi- 4= S!a. 
[S3 DFWM (secure DFWM)] 

^ ^S9i ^S2J 3D m^el §8 g^2l ^Bl ££! DFWM (103, XI1 1£) (5H^ Xl^if ?-ia0ia Xldl 21, 
decryption fingerprintion watermarking module)0l UPCOIlAi ^XIISKinstantiatG)EIDfe S0ID. 

dfwms od^ifiu mai oil oH^a ^^moii xi ^ni a Ola x^^m ^Bo\^ ^mm slU. ^laoi 

a XHdife xi^^i 0^x13 ^k\m ?^ aioii^ sife oixixi a^i gAi lhoii s ^ ai^ haim ma. xig 

S SAi LH2J 201X1 S*^ HAIOIffl m&k\ M?io\J\ CH^D. 

Xl@2> ?JH0r3 RZ) D\^0\\ &s± Q Sfi^ 1995^ 6^ 23^ 01^ mo\ XII 08/494. m 

5SI3 &a. 

[DFWM2I ^XllSKlnstantiation of DFWM)] 

S3 DFWMg CM £H ^fXIS ^ 2iD. 0\m 2}&m ^SS gJH ?l JISCHI ^IS°|- DFWMOI S 

3 ^Xl oKHI mm 3\m St£SAI3i DFWM S3S5II LHOII OIIS mO\, DFWMB oj Ah gf?^J ^ V® 

^Kpseudo-random number generatorjg AhSofOl gg-dliJ 3| &!i 4^ SiD. DFWM um 31 = 

dfwm lhoii xHsam. &n 3ife 2i^oii i^sd. jysa ij§£i^ xii3x^f dfwm d\m msw 

^ 9Ji^m oH^D (53H 3| €S mSfpublic key certification process)0ll □oHAife OUSCH [1] 
DFWM Uia DFWM 2§0I 3hXI^ SgIS UISJ SS0ID. 
[DFWM2I S3(Security of DFWM)] 

DFWMS gdlSioS S2J0I ^Xl£l^ 2e(0liaCH. ±0IM 3FE(smart cards)OIIAi gsto^U. (S30I ^ 
XISXI Sfe) UPC ^SOJIAi §S|olfe ±H^^I0I2J ^ 2.! Q. 2X121 S^. S3B g£JS13 ¥3 £ 

§ &XI HStphysical tamper resistance of the packagingje MoH 0l¥0HSJD. SXH2I 5S 3lsS 
^gsioj ssj§ o,^ DFWM CHI §i§f S3M Xilg^ ^ °!CK 

^ SA-llAiOIIAife DFWM 21 M£l^3 H3g ?JS6UI &8 ^XI2J 3^011 2§§ g>^Q. 01 S^^l SO § 
01^ = . H Ol^fe gdl^3 2301 ^l^olD3 DFWM 21 S30I CH 51 gJ fIFeOI3l [01 SOI 

£301 ^XIEJfe orE^IOH^f 3?, DFWM 21 S3S SS3XI 5^D. ^HI2J 01 3^011. SXI2I ±H 
^^101 JIH(0|iaCH. br0l£-l± Sf^XKHMI S 3E 2^21 31 S(code-obscuring techniques)^ Af 

§6foi mmm M3e oi§ ^ ^d. 

S SAilAIOIIAI D\£6\S= Xiei2l SfiS ^21 olU^. DFWMOI ^aHHEIE. 3 ^£ H]o} & 
□fe S0ID. AISXI^ ^SJorXI SB BAi S!Q (01^ PEKM ^IXIH 2iXI 3^1 OHSOID). ^ 

OH ^EHfe SSJOI ^XI£Jfe BSM §6101 01^01X^1 Of olES 3 S30I ^XISD. 

DFWMOI ^^£13 m. DFWM dl^ 3\D\ ti£IS), ^^e} AiSXPI ^^§1 gAi?f §&ol 

xi^an ^laorasjxi &vu$= soia. aau. e3 ^21 ?isb Af@xr^ ba^^h eaim xiitiw 

31^^11} &26I ^01 §} 51B 0IUD. 

[^OH SS >IEH(Buy Request Transaction)] 

ouai ^oh es ^ens mm ss&d. 

3£J|5| AhSXJ 3EI2II0I±(GUI)M SmCH. Sfs MPOII M = M2J =s 0 | M8XKMMI HAI^Q. A|g 

X^ SSI Ci ^31 ^loKM S^ii SOi S ^ 2iD. A^SXrfe 3 M^e2l 313 g ^ ^ 

SiD. Af§XI3f H §=11 ^SJoHlXf ol^ 3^. GUie B610\ ?0H SSe ^offfi. 3 SjU BRM(Buy 
Request Message) (500 S5. fll5S)0l BS(102)S SLH&a. 
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ition)] 

^OH 2301 &g£J?l SOII. Al^ljs AFgXIM 2f°Jot:aXr m & 2!Q. AI±B0I AtSXtB ^£ioffe 
Sfe= gXia (M a gJ^MOl 2!D. 0116 M01. (Pretty Good Privacy [3]0IIA1 AlgElfer 312} S?AI§}) OlSaf 2 1 
£2! 6UJSA1 UPC2I U±B =£101^011 aS£& Argil DH°! 3|(user private key)M H8»te 3101 2J 
D. 

AlSXrOO 1221 Ul aS(password)g SSo^ 2AIM olfeOII. dliJ aSfe JHSJ 313 oH^o^Ul AfgEi 
D. ;H£i CJXIg Aigg olIHU ^OH 5*S OlIAIXIg egol^HI AJSSffl, 2| 33121 ggAIOil ±^3 

a. 

^^(Environmental variables)] 
B£ S^fe ArSXr £S0il §2 5Ete UPC Oil CHar §S (0II2CH, S±. AI2i. 3iaig^, ggJMIOIB, 
§) OID. Si a Oil. AlgXI £Ja&(user credentials^ AlgXIOIl a» SfiOID. 

&3 £21 § (secure) 2} dlS2>S(insecure)2I ^ D\X\ ^SOI 2!Q. SS!S ^^§8 5S£JDi CIXI 

iTAig£!D. Oie^ BS01I 2I3H (gi| eoi| ) S Ar£J(H AiSEJ^U DFWMOHSIoH ttgtEJOJ Aigg ^ SJD. 
HISS'S ^^MgUPCCHI 2JSH Ef^BSD. OIMS 5al£i:HU Aig£IXI BffeD. Ol^g §S ^sho^o} 5S 

aa. s SAiiAitHi mxik\ &s ^;?ixi s§§ sioieQ. 

[^OH 2S (HIAIXKBuy Request Message)] 

^5f2, BRM(500m as gfS¥EI ^ArS^U Dg°l §31 5^^Q(200. Xl!2£). 

3.1 as S^P(207)2I BOM 

3.2 ^SJir M = s°J «4(list articles) (501) 

3.3 M = M°J »jU £^E! PEK SI JIB XII CH ^M(202 % 21 1) 

3.4 o\a mm mm ^s) diziw 22(206) 

SEe! BRM(500)S AlgX* DFWM.SEfe AlgXIS^H ^Af£J»U Qg2l SSI HSr©D. 

3.5 AlgXI iJSS ^^(Ojl^CH. 2l§) £ tr8J 3rS) 3} AFgXf £Jg §2 (502) 

3.6 AtgXI tJEJS ^ (0H2CH. §J AI2f. 5,^. DFWM SE^ 31311 ofHSIICH ID) (503) 

3.7 DFWM gJH 31(504) 

^2 3! Eigji} Hg§ 3ISg0l BRM Oil 3g§i ^ 2iD. BRM 21 S!gg $\m el3IXI BRM 51 

XII2I MD5M 311 £J SHI. DFWM2I blSJ 3IS AfrgorCH MD5 gHIS aSSFolHSMI AiS(505)S ^^A|3|fe 

3ieJC-iL 01 AiS(505)g BRM5J S3 Oil £!D. 

OlXit, BRM2J ^^!0il g^Ai^ Bailee S^§»D. 

3-a GUim Bom as S^°J ^l^MS 8 g^^a. 

3-b as gpoj gs ?gi§ AjEH 

3-c ?SS| ^iZhJU 521(206) (OliaCH. XHdHHorXI ^^Dfe ° l §) Oil CH^ A^gXf21 SAILS' B 

3-d EJgS ?1or01 A>gXr^ of 01^ «|^ S^or£^ HAI. (3^1f ±S°I ArgXJ 2Ji 2£j 

^^am BRMOii ssaa.) 

3-e GUI 2JS BRM(500)O| 
3-f BRM0 BSS 2^ 

^ :BRMS g^oj gEH (^, ^?GHSS as g^)^ M ^ £iD. 

[E.^1 4 :^DH A1hH gS(Buy Server Response)] 

BRMg ^timH} C-\mO\ BSR(Buy Server Response)Jr 2^9Q. 0IJ3I. BSR2J 2^ OISOII BSf^OH A1 

m^m xmi si ^s§a. 

[AfgXr SI5f (User Account)] 

BS D\ BRM § ^SFS. BOMg 2alor0l XilCH £JS 01 SArSID. 

BS^ DFWM gJH 3|0| xig ArgXr ^SS. §J AfgXf Ef^ §21 5E^ SAr^D. AfgXrfe Af 

g^ B^IOIlAi BSOil ^lifM PrXIXl £ie ^ 2i^ffl, 01 3^. (AfgXPf g>S ^ 2ife ±S5| goj e ^ 
g^t ^) S^OI AfgXf ^i^S^Ei S^^D. 

Pl£}m SPKEvaluation of Terms and Conditions)] 

as g^Oil SS£j (BRMOII SE 3I2>jU 52(206)21 ^ ArSX^f ?gJM ^SofeQI 

§2§ ^I21iU 5201 Ji;H£l Q^AfgrMe S^AI3I^ 51 M SSoFfe 3101 Q. BS^ 01 JIZIIU 531 
S^(^I!)S2^ ArSXr^F Q^AUfgg °>^AI3lfeXI gAr§[D. S^f glUOil °joH =?&0\ S}gi ^> 
ISJ\ ^§£!D. 3 SjU SSOiaiS, Qg B^IMOI ^I^EJffl. Sf^ §°0)|^ Oil SI DiiAIXI^f BSROil 

saaa. assi s^. uhi £§t a^(4oo)oii ^oh& (4od& mssfoi ait* 

aa. 

[91 £l^(Key Translation)] 

BS^f BRMOii CHoKS ^^o^ gS| SSI orU^AI 91 &«0I 3^1 10flAi 9JS^ br2f SOI. PEK(¥^ 

as& d\)ms bs si s^h 3\m Aigoroi assiEia. bs^ zi uia ?ie Aigsioi assia pekms sh^ 

s^D. aS£l£! PEKM oH^m ^.BSfe Zl PEKM§ DFWM 21 g;H 3\W AlgolOI DAI aSSIolOI DFWM 3 
01 PEKg ^ £i£^ SD. 013101 51 £1^ B^IOID. 

[^gSIE! XI^jU ?-iaOI3 a (Customized Fingerprinting and Watermarking)] 
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bf£j uoi. o\m es s;h sib Aigmoi gtsstsin aicn ^sssai mmm M&a. bs^ axi 

01 ggii oH^or2. 0IOU1 Sg SJOil AtgXKHI §2 (OiltiCH, ArgXr Olg. sl§! £<*>) £1 XHEJOI! 2 
St §fi (WiaCH. £fOI^!± J9I§K XldJ ID)M 5&AI2JD. 01 Sgi8 0ICHA1 DFWM gJH 3IS At 

§oKM &^Sf9D. (DFWM^ ^AiM SH^or?l 2 (HI OIM XI §3* SlEIOra gggOl £JMo\ 

PI2IU 522J £ ^Transformation of Terms and Conditions)] 

m§a Arss^ai as* ^iej^ 3iei°i m&soi bsrwi ssejd. brmoji sse! ^leim 528 

S»£jaU ^SH 4* &D(G!lt!CH. ^^£ia?l ting Oil 2§£I2J§ ^ 2JD). S2}2J°J J\ 

52^ SAi AfgOH e>H> 52§ SeSlte :fcS2i 2*98* eg ^±M(plain texOSJ ^ 2! 

□. SES. 0IM£ 2iB> 52g 2JBIAI3li=r ±Jgn^e* Sg, 2|X||. OIIOI £? M (agents )gJ ^ oiq 
ROH e& S^KBuy Response Steps)] 

HI 6 Si H &5orPJ. BSOil o|5H g!6HIIi=r Bfllii BRMg ^dJofe B^IS^EH BSR§ 2£of!= B3IJ»XI H 
4-a BRMg =££J 

4-b (BOM^ SA^o^MO BRM2J £J§ Ol¥ SAL AfgJf {iJSiJ 5§l. A*§X> §5 5sl. 

DFWM 3\ 5 SI. g*3 S4> SAf 

4-c <BRM2S^EI2l) A*SXr &J8J3. ^3 SS §y 3£J2 (BS5*H2I) EflOIEI WIOI^oj k\ 

(a) k\%x\i\ ^seoii g^m« ssixia (b) 9Soi;i urn ;>*3(6oi)oid. 

4-d Ar§Xi;?* g^oiSE^t cHg£J^XI2> k\%J\D\ B^m ±}§M D\X\$=X\m 3A*e!D. 312 XI S*S 3*?. § 
B(abort)of3 WIS BSRM 2^D. 

4-e PEK§e £^§}Q. (BS ;H2i ArgoKH PEK^ oH^oHL DFWM gJH 3\m Af§ofOI PEKM IH&^ 
SSD.) PEK#(602. 603) § BSROil eSAI^iD. 

4-f ji^ju ?JE^o^a xh §§§§ ^^gsi^a. ogee oH^om. Ajgifoi ^§ § 

Si S^SOII S^AI^JD. DFWM d\M k\%o\0\ Siii ^5f§a.) OIM BSR(604)(HI 2 

&AISJQ. 

4-g ^^E! ?I^3U 52 St! §A12I Ar§ ^21 ^IEI HI BSROil D(605). 

4- h BSRg AfSIKHMI StiiD. 

BSRg g/s g^°J ^^5} §EH, ^ £>OI<yi^ g^M §^(License Cryptographic Envelope)^ gzim ^ 
S!D. St 1 SJeHI ^SJIgMOl Af^SSr (privacy )jU BSR(606)°j JiS fe!(authenticity)g Si 

oPI ?I5H M ^ 2JQ.(0ll^rj, [1] 

[S5II5 : £JS gpoj ;HS(Opening of Cryptographic Envelope)] 

0I310I U\X\^ BfllOID. 01 3X\m k\M 528 BSRH BS^^EH ^±}o\±: 3d 01 a. BSRg ^6J^ * 
0i!. AfSXi^ SdJ^ IS S^M S ^ SID. 

BSRS g^°l ^fer 3|(key)0ID. PEKgOl £^ DFWM SJH 3IS ^5519^22^. BSR2I LH 

§8 3 DFWM Si A^g^ofD. HI6£g ]\\Bo\±li\ S^^ia^ B^IM^ DeiU 

3D. 

5- a DFWM S BSR(606)°I £J§ 01 ^SoUl ?iof01 SAfefD. ;H§§^^ BSR £"§01 felgsiej §^ 
Oil^ ?II^£!D. 

5-b AtSXKHIMfe BSRO) ErOI^^ 3|2JjU 52(605)01 HAISD. JHM g^fe A^gX^^^ 

oi ^i^iu 5aoii e°i oFfe s^oii&i fli^ga. 

5-c DFWM= PEK(602, 603)£f ^^§5IE! ^JSOfB MSI 3 §(604)°J 5JS OI^S ^°Jor 

01 0IM oH^slD. JUm S^fe 01 Si^OI ae^°J S^0il9i fll^^D. 

5-d oH^S PEKfi AtSotCH, DFWM 8 M^(203. 205)2J oHSol^ ^^ii SH^^D. 

5-e DFWMS oH^EJ ^A10ll Jl^jy £180*3 2H£I g§(604)M SjgarD. (IlSiU SIEiOrafe k\§ 

xmm ?i±:g£faffl. hhsoii chsjoi ^^^sj »iis sh^d.) 

5-f m^B ^A1 DFWM e°i aJ°l AfSXKHMI tJHSEID. 

mm %wt= mx\ as ^i^m ^s) qh^ sjaa Bioiau cuoia wioi±ai flsstom. esi ^xi^r 
am, m^aoi mom ^^o^oioiie k\mm ^ °>id. 

S ^SWI Hfsg, gAi Aims* ^OH AitH A*0l°J iJSI^SIS SD S^jol ^£lir ^> Si^H EO. CCfEfAi. 5t^r 
Ef AiglrEiOl e°i §e i!J^M LHgOII Setf <^ 2JhiDl. gj°J°] ^9J Af§ IKHI >1I gJ£JS bH 

[S5 MsH] 

1. bl. ^D0ICH(8. Schneier) §§ &saf(Applied Cryptography). HI2& OH D^ ^l^dl(Addison 
Wesley) SSAL 1996. 

2. IBM CD £31l0l±(CD-Showcase) ^Si (QI9S^ m$\ HIS. 319. 705s). 

3. Oil±. ^HJ^'tS. Garfinkel) H. 2&IEJ 5? H^OIWAI (Pretty Good Privacy). SSiaEJ 2«H Oi^A|0i|0|e 
AKO'Reilly Associates, Inc). 1994. 
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4. B. CHM^. §I(L. W. WT)JU ». B. ^b^^( R . i_ Schwartz) X^ t lHI^3eH a (Prog ramming Perl). 

saisjsi ens w^Aioiioi^ m. 1991. 

5. Ul. ^(B. Cox) H, *rfflCI^J=em£2} fill 2!J EKSuperdistribution and Electronic Objects). 
^IM Il^(Dr. Dobb's Journal). AM 73. HMOS, 1992^ 10U. 

6. B32j SSOI im&m mo\W mk\ XI3 H£fOIWAIM SSo^l ^al gJg(A Method to 
Deter Document and Intellectual Property Privacy Through Individualization) 21 1995^ 61/ 23SJ X\ 01 

moi m& HI08/494.615s. 



(57) m=?°i s?j 

S^ah 1. s^°J A1SA10OI a°l^ bHH^ ^ &fi - &3I gffe §a ¥^#21 SB£J CI XI 
B SAiOID - M £r&oFi= a!0HAi. a. a£&Ei *S - g^on 5 gg D - g ahah 

o^l ?)61CW &£S> 510)1 2ISH &3I §2 ¥g§ §21 oJUg aSSSlfe B3fl. b. &SfflS 
91 - &3I ^519 aSSf 3li= £J3I 8? Oil HSSD SNolQl H!1 g3H 3 1 Oil 21 oH &3I 

gfaS 3IM S^flof^ B31I. c. &3I 3^ Oil SSEIte ¥SB2I =^ - &3I = ^21 ^ §ss ~g 01 

em &3i oiee 3>*i ¥s°i sa* 5H aim hschm ^3i we mmm sssd - e staefe 3 

». d. AiS - £>3I AiSS £r3l g^Oil 5S£!D -M M£c*3l ^ 5H Hll UI3J 3I0II 2JSH &3t MOII A1 

safe sai. g samcM. mmsi a^s &3i hm ma 312} £*^ej H12 s;h 3ie Aigmw &31 ais 
e ^mm^m gAm 4= 2^201. ^31 mmsi gj2J2j » ¥g°i ess m «~oj got shaim 31 

&3I HI2 oH AIM &3I ^2J 3011 oHSofe SHAI2* tj|j31S2SJ*l SAH ^ 21201. a£Sl£! 
¥S2J §3LH§S gJH3|- XI El II £J3I ¥g a^SI 31011 2JoHAiB m^W ^ SJOffl. ^91 g/^2f 31 

^3i un 31 oil oH&o^ ^12 aisj 3ie Kmo\o\ m\ ^ ^ssi 3ie oH^^o^mi ^gj 

£Jfe ^S. 

&=?m 2. UMi^Oll 2JCMA1 feOI gA-jOJ ^gf gOJ Aji«£J MO, CC fe A^, AjEH£j « 

SEbr b|ee°| a S0II ©lofOI ^§512. ^^°J ^S£JXI ^8 SA1M ^SjoUl ?lofOi 
2|^o| ^SEI ^Ai ^^iU 2^9 ^£H §51 H ^§HI gffll! ^Xloffe B^IIS CH 2§fo^ 

S^tr 3. XII 2 ^011 24CH Ai. fe^l ^^21 ^>^l g>^$l 01 3 Oil ^31 ^^goj 

Oil CHo>0J got) Jlffl, ^31 ^ EH SSfe HI 3 ^S5I 31 - ^31 HI 3 31^ HI 3 g^H 31011 °loH 

^s^Eia — s A^oiw a^^a^ ^a. 

S^sr 4. XiM 1^011 910\k\. £J\ g,^ M^fe AltHOilAi ^§J1! gS9 5H6IW, ^^21 g 

Hffe &OI Aim Oil °Ie* g§o[^ ^S. 

S^?^ 5. JEII4§0ll SiCH AH. ^31 &3I gr^ LH2I ^31 §£ ^^M2I S^Oil CH &> 31^21 

2>!g 31^5^01. fe^l ^31 §S S^g ©i§lr 51 £1X121 0\^B ISofe §P s| 

S^S^ 6. HI 4 ^011 2J0iAi. ^31 H^H^S 2| SA1 ^§^31 ^1°} Siii SSofffl. ^2|2I 

S ±Uil. SEfe ^ ?JH 0IMM2I ^3 011 21 oH ^§301, a|2|o) gxi 

§ ^g!6f3| ?im01 ^^21 ^§£J SAi V^OII £1^9 ^ V £H SSI ZL ^§21 §rJ)il ^Xlo^ mm 

S^Plr 7. as M^2I LH§ HI0IHS9I HIS 6^ SrSOll Si!0iA1. a. AfgX^^B AiW^ 2Si 2 

eoffe B31I - ^31 2S2 a^j g^^ aeoj «^0|| S^5f3l ^1^ 2S0ICW. &3I 2S8 ^31 ^gi gTs 
SlofeQI A^§^ ?IB SJH asSISl gfsSI 3IB SJOIS SBStD - 2t. b. &3I SSOII 

SSofOI. ^31 AiW^^H &3I AFSXfS §S§ S^ofe B?ll - &3I §S8 ^31 a^£f8 ^^51 
3IM S0IQ - M SgroFffi. ^31 ^^B. ^31 ^JW 3101! ^^^! tJI^ 3IM A^gofOI feOI gfsSE! 

^= 3IM oH^offe B31I. HI 2 3IB AfgofOI ^31 a<£>& 3IM ^sSfof^ E.^1. ^31 dl^ 

3\m h\So\& ^31 3|g ^31 SltSi 31^ oH^o^ E^i - ^31 6J^& ^31 g^s 

SI 3|g AfgoKM JH22!' sj^^S oH^aCH ^31 h\mX\Q\\)U S^e HIS^q oil 215101 ^^Sfe 

his 

S^Par 8. ^<^2J 3^31^ 2X1 ^ A1tHS 3HI^ §6J gfOllAi. S^2j LH§ QiOl 

HS2I S^g 6l3lo^ Oil SiCHAi, ^31 §PJ=. a. ^^21 Af§JFOII3ll g|2J^ «H2g ^ 2ife g/S 
- &3I g^fe §5 ^^M2I SB 2! □ 11^ ^AiOID - B £|^o^ B^ISAi, feOI §^ Sfg B 
( i ) 551 &3I ^MM2I - gj\ §2J olU^ ^31 6J^£! LH§ Gil 01 Q ^ H&e!Q - Oil 

D!6K« 3IM 2+^AI3lfe B^l. C ii ) &31 2^^|g 32} g^sSI 31011 21 oH g^S 

516^ B51I. (iii) ^31 ¥g g^aSf 91 ^^011 CHel gf^S£! ^^5) 3IB ^&o\J\ $\o\0\ S3H 31011 21 
oH ^31 a^5f 31 ^2^e ^SSJofe B311. (iv) ¥^M2I mm - ^31 =^2J' 2| gag «g^oj 
51 U Oil CHo} 01 Mill ^31 51U2I ¥S01I CHS 221 oH AIM 2S§1D - S ^^o^ BS1. ai, (v) A1S 
m 513I ?|3H dl^ 3I01I 2I5H ^31 =^0ll Algofe B31I - fe v 3l gfs gffe &3I AiS. & V 3I ^31 
asSfEJ as§f 3|, ^31 gfsSfS SI ^31 §2 *^§2I ^sSiail ¥@g2J SBOICf 

-. B SSolb g¥ §y. b. ^31 Si g¥2J AIHM 3f21 A}gI13l &3I tj^EI LH§ Q10IH 

Oil S^6^3 ol^ S^. ^31 S^S. ( i ) ^31 Al§n^¥8 AlbiS 2§i 2s61fe B3j| - &3I 
& V 3I g/a g^2l ^011 g^of3l SSOIffi. U§2J &3I ?g§ aiehej jjg QI0I8B HSolffl. 
^31 ess U§2I &3I a^SJol^Cll Al§& g^^a 3IS 3IM ^s^IbI gf^Sf^j g^s5l 

3IB £10i£ HSafD - £h ( ii ) ^31 2S01I ggofOi. ^31 AihHg^d ^31 A^gX^ S^olfe B 

31 - &3I e&g ^31 2S2J ^31 g^sSf^i g^SSf 3IB &&e} 21 m S^slD - H HSolffi. ^31 
b ( i )21 ^31 g;H 31011 ^^E! bl^ 31S AlgofCW ^3! gf^^S ¥g g^^Sf 3IB SH^of^ 
3311. H12g;H 31B AlSStOI 2S2i ^31 SSSJ 3IB a^SmCH. &D\ HI2 31011 £3E! ^ 
31 bli! 3IS AfgofCH ^31 3IM ^31 2S2I ^31 ¥^ Bf§S 3IS oH^ol^ B311 - ^31 6J^9 ^ 

§8 fe v 3l 2S2I ^31 a^£f 3IB AlgofW SS2J SH^EJOi ^31 AlgJfOll 311 S^g HlSel 
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